
FIRST WATCH
DATA BREACH SOLUTIONS

SAFEGUARDING YOUR WORLD

PEO RESOURCE PLAN 
PROTECTING YOUR BUSINESS

IS YOUR PEO PREPARED FOR A 
DEVASTATING DATA BREACH?

WE CAN HELP. 

COMPLIANCE & DATA SECURITY



The cost of a security breach is always higher than the cost of protection.
The best way to protect a business from a data security breach is to have thorough IT safeguards, policies and procedures, and 
effective employee data security training. Most companies actively protect their IT with robust security measures, but invest 
less when it comes to policies, procedures, and training. That’s where First Watch comes in. Here are some of the ways we can 
support your compliance and data security efforts.    

EXPLORE OUR PEO PLAN FOR COMPLIANCE & DATA SECURITY.

PEO RESOURCE PLAN
COMPLIANCE RESOURCES

RISK ASSESSMENTS

It’s critical for any business to understand risks associated 
with personal information, trade secrets, and more. Our 
online Organizational and Operational Risk Assessments 
help you understand those risks. We focus on business 
practices, policies and safeguards.

SAMPLE POLICIES, CHECKLISTS & RESOURCES  
with updates

Developed by our Jackson Lewis legal team, we provide 
key policies that help keep your personal data private 
and secure as required by a growing body of law. Also 
included are checklists and other resources to help track 
and document your compliance efforts. 

STATE LEGISLATIVE RESOURCE CENTER

Laws in 48 states affect businesses and their access to 
personal information. You need to be compliant to those 
laws in any states where you conduct business. Our PEO 
Plan provides centralized, easy online access to state 
legislation along with FAQs for each state.

WISP 
Written Information Security Program

A WISP is intended as a set of comprehensive guidelines 
and policies designed to safeguard all sensitive data 
maintained by you and to comply with applicable laws. 
You receive WISP at a significantly discounted cost, 
subsidized by First Watch. 

LEGAL CONSULTATION

Your legal obligations are key. Our PEO Plan includes 
5 to 10 hours of personalized WISP consultative services. 
And, we cover the cost of up to 1 hour of consultation 
on the topics of Executive Briefing and A Roadmap to 
Compliance with the Chair of Jackson Lewis’ Data Privacy 
and Security Practice Group, Joe Lazzarotti, Esq., CIPP. 
Also included is pre-breach legal access to our Data 
Security Attorney Hotline.

WEBINAR

PEO’s should take note that some of the factors that 
make small businesses attractive customers also may put 
your PEO at higher risk for data breaches. Jackson Lewis 
and First Watch will deliver a 45-minute webinar covering 
key data security compliance and risk management issues 
with ample time for questions and answers.

BREACH TABLETOP EXERCISES

Internal breach simulations are critical to being prepared 
for the urgency of breach response mandates. Your 
simulation can be conducted in one of two ways. You can 
perform the exercises yourself using our online Breach 
Tabletop Exercises. Or, it can be guided at your location 
by Joe Lazzarotti, Esq., CIPP, chair of Jackson Lewis’ Data 
Privacy and Security Practice Group, at a preferred price 
subsidized by First Watch for 5 to 10 hours.

DATA BREACH REACTION GUIDE

In the event of a data breach, First Watch provides 
resources to help you respond promptly and compliantly. 
Your plan includes a Data Breach Reaction Guide that 
shows the steps to orderly data breach response.Topics 
include insurance, involving company leadership, law 
enforcement, setting up a call center and more.

DATA BREACH REACTION SERVICES  
available at preferred pricing

React effectively and compliantly. You get preferred 
pricing with all crisis management services typically 
associated with a data breach security event.

ADDITIONAL RESOURCES

JACKSON LEWIS BLOG

WHITE PAPERS

ARTICLES & COMMENTARY

888-635-3587  I  firstwatchcorp.com
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*Does not include worksite employees (WSE)

3-part plan:
•  Data breach security training videos

•  Phishing intrusion simulation testing

•  Monthly continuing education

The one-year plan includes:
•  Initial 10-part video training series with online quizzes

•  Weekly progress reports emailed to the employer

•  Employee reminder emails until training is complete

•  Results compiled in an easy-to-read online dashboard

 •  Six-month review for employees to watch videos again 
with new quiz questions

•  Phishing intrusion simulation testing on a periodic basis

•  Monthly data security educational newsletter

Phishing Intrusion Simulation Testing consists of periodic phishing emails sent to employees to safely test if they are clicking 
links in suspicious emails. If the link is clicked on, a page displays to inform the employee this was an example of a phishing 
email that hackers use to get into a company’s computer system. Results of the phishing tests are provided online.

1.  Employee Awareness

2. Phishing

3.  Data Breach Preparedness

4. Confidential Information

5.  Passwords

6.  Mobile Devices

7.  Physical Security

8.  Electronic Communications

9.  Data Destruction

10.  Minimum Necessary

INITIAL 10-PART VIDEO SERIES

Our Employee Training Videos are laser-focused on data breach protection: just three to four minutes long to maximize 
your time and investment. Each video comes with a brief online quiz that employees take after viewing. Results are 
compiled and delivered to you in an easy-to-read online dashboard. This helps determine where employees stand in 
terms of data security and when someone may need a refresher on proper company policies and procedures.

DATA SECURITY TRAINING IS INCLUDED FOR INTERNAL EMPLOYEES.*

PEO RESOURCE PLAN – EMPLOYEE TRAINING

First Watch data security training helps employees from the entry level to the CEO.
For successful data breach prevention, everyone in a company must participate. Our comprehensive training plan is included for 
all your internal employees. Video instruction, testing, and follow-up provide the tools you’ll need to prepare for and prevent 
data breaches. It’s invaluable training for data security.

PREPARE. REACT. 
 REDUCE RISK.



THE FIRST WATCH DATA BREACH 
RESOURCE PLAN IS MADE FOR YOU.
PREPARE. REACT. REDUCE RISK.
First Watch is a technology solutions company dedicated to creating services that help 

companies protect their assets from the devastating effects of data breach and help protect 

consumers from the ever-growing threat of identity theft.

We offer comprehensive solutions for businesses and organizations both large and small. 

We’re committed to building a new standard for fraud protection. Whether it’s your 

business, your brand, or your identity, First Watch exists to safeguard your world.

YOU CAN RELY ON FIRST WATCH.
Please call 888-635-3587 today with questions or for more information on 

our PEO Resource Plan. Or visit us at firstwatchcorp.com.
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